Vulnerability assessment

This month’s group of products enable testing of the infrastructure, and make
security assessments easy or, at least, easier, says Peter Stephenson.

he environments in which we
—|_ all work have become more

complicated as the years have
passed, and one of the outcomes is
that they are far more difficult to test
for vulnerabilities. Today, we active-
ly invite strangers into our networks.
Well, not exactly all the way in, but
far enough to cause concern if the

perimeter is not very secure. Never
before has the notion of layered
security been more important.
Recently, I performed some test-
ing on a web application. I knew the
application had some holes, but my
main concern was whether the holes
could be reached from an attacker’s
location, wherever that might be.
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Vendor
Price

Rapid7
$20,000

he Rapid7 NeXpose 4.6
appliance is a feature-packed

vulnerability assessment and

risk analysis tool that always goes
beyond expectations. This product

r

' can not only scan
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for network-based
vulnerabilities,

but also looks
inside web apps
and databases for potential threats.
Along with vulnerability assess-
ment, this appliance also does risk
analysis by finding how vulner-
abilities in one asset can lead to
problems in others.

This product is as close to plug-
and-play as it can get. Setup takes
just a few minutes, and once the
appliance is on the network, dis-

covery and scans can begin almost

immediately. Management is done
through the web GUI which is
setup in a very intuitive fashion. To
begin a scan takes just a few sec-
onds, and scan setup is guided by
an easy-to-follow wizard.

Once a scan is complete, results
can be instantly viewed and pre-
defined reports can be created. We
found results were well organized
and allowed us to quickly and eas-
ily sort and find information on
possible threats and vulnerabilities.
Scans can also be setup into vari-
ous sites, which provides the ability
to split the environment up into
granular segments, if needed.

Two manuals are included with
the NeXpose appliance. One is a
short setup guide, which illustrates
connecting the appliance to the
network and setting up the first
scan. The other is a PDF admin-
istrator guide. This provides a
great amount of detail on using

To do that, I needed to test vulner-
abilities in the infrastructure.
These tools enable testing of the
infrastructure. If applications are
exposed to the outside, simple vul-
nerabilities become potential disas-
ters. That means that the platforms
they sit on and the routes to those
platforms must be protected.

the appliance and configuring
advanced features.

Rapid7 provides no-cost, eight
hours a day/five days a week
phone support at the time of pur-
chase. Enterprise support can be
purchased for an extra fee of 10
percent of purchase price, and this
provides 24/7 technical support.

At a cost of $20,000, this product
may seem quite pricey, but we find
it to be an excellent combination
of highly comprehensive features
and simple management. We also
find this tool to be a good value for

the money.

SC MAGAZINE RATING

Features % kK
Ease of use 2.8.2.8.8 ¢
Performance 2. 8.2.8.8 ¢
Documentation 2. 8.2.8.8 ¢
Support 0.2.2.8.8 ¢
Value for money 2.2.2.8.8 ¢

Strengths Vulnerability assessment and
risk analysis in one box.

Weaknesses None that we found.
Verdict A solid product that | have
recommended to my university. It

also is our SC Magazine Recommended
product this month.

OVERALLRATING %% k%%
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Vulnerability
assessment and risk
analysis in one box.
Itis our SC Magazine
Recommended
product this month.

— Peter Stephenson
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