
 

 

PRESS RELEASE  

RAPID7 UPDATES INDUSTRY-LEADING NETWORK , WEB AND WEB 2.0 APPLICATION 

VULNERABILITY SCANNING SOLUTION  

Rapid7 is First to Deliver a Vulnerability Scanning  Solution  
That Analyzes Web Application and Web 2.0 Vulnerabi lities in JavaScript and AJAX  

BOSTON – November 15, 2007  – Rapid7, the leading provider of Unified Vulnerability Management 

(UVM) solutions for large enterprise deployments and small to medium businesses, today announces the 

availability of the latest version of NeXpose. NeXpose 4.6 enhances Rapid7’s industry leading web 

application scanning and network vulnerability assessment solution and allows organization to scan entire 

networks and take full advantage of their Web applications. 

Security experts agree as more and more organizations develop Web and Web 2.0 applications, 

vulnerabilities and exploits will increase exponentially. To mitigate the risk, many businesses turn to Web 

Application scanners. However, Web application scanners struggle to recognize and uncover 

vulnerabilities in new functionality such as JavaScript, AJAX, Flash Flex, ActionScript, ASP.NET 2.0 

(Atlas) and .NET 3.0. 

According to Gartner in Web 2.0 Needs Security by John Pescatore, “The dynamic and distributed nature 

of Web 2.0 applications means that some new approaches will be required to maintain the necessary 

level of business strength security. Vulnerability assessment techniques will need to be extended to deal 

with client-side executables and service-oriented architectures.” 

In 2006, Rapid7 developed Browser Emulation Scanning Technology (BEST) for scanning Web and Web 

2.0 applications for vulnerabilities in JavaScript code. With BEST, Rapid7 takes NeXpose’s robust, 

automatic Web spidering and analysis capabilities to the next level, and is the first to provide a 

vulnerability scanning solution that analyzes JavaScript, Ajax and Flash applications in testing, quality 

assurance, deployment and ongoing management.  

Rapid7 developed BEST in response to the increased use of Asynchronous JavaScript and XML (AJAX) 

for dynamic Web programming, which makes Web sites and applications vulnerable to Document Object 

Model or DOM-based cross-site scripting (XSS) and other risks. DOM-based XSS allows an attacker to 

trick a Web application into emitting malicious JavaScript or HTML code that appears to come from the 

application when it runs in the browser of an unsuspecting user.  

“With version 4.6, NeXpose allows organizations to leverage their investment in Web applications and 

secure their entire network,” states Alan Matthews, president of Rapid7 LLC. “Web applications, including 

Web 2.0, consist of many moving parts such as databases, operating systems and third-party 

applications.  At Rapid7, we understand that customers require a solution like NeXpose that provides 

optimal web scanning and is completely integrated with network vulnerability management”.   
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NeXpose 4.6 includes the following new and enhanced features: 
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First introduced in 2001, Rapid7’s NeXpose scans Web server applications, databases, operating 

systems, and network devices to locate threats, assess their risk to the environment, devise a remediation 

plan and implement the ticketing process. NeXpose incorporates an expert system to build a knowledge 

base of facts on the environment it is exploring and model potential targeted attacks to expose all existing 

threats. NeXpose provides reporting capabilities that ensure compliance with governmental regulations 

and corporate security configuration policies. NeXpose PCI Compliance services meet the security 

scanning requirements of the MasterCard Site Data Protection (SDP) Program.  

ABOUT RAPID7 

Rapid7 is the leading provider of Unified Vulnerability Management (UVM) Solutions. NeXpose UVM 

provides network, database and web application vulnerability management for enterprises deployments 

and small to medium businesses. Rapid7 was founded in 2000 by a team of software industry veterans 

who were major contributors to product development and subsequent growth and success at Percussion 

Software, Bond Technologies and Stride & Associates. Since introduced, NeXpose has been sold to 

corporate enterprises, Global 2000 companies, and government entities, and serves the full range of 

vertical markets across the U.S. and abroad. In addition, Rapid7 provides compliance products and 

services for PCI, HIPAA and Sarbanes Oxley. Rapid7 is headquartered in Boston, MA, with offices in 

California and the United Kingdom. For more information on the company and its product, NeXpose, visit 

www.rapid7.com . 

 


