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PROFESSIONAL SERVICES OVERVIEW 

Penetration Testing 

• Analysis of either external, internal, or both external 
and internal vulnerabilities with risk scores and a 
prioritized remediation list 

• Testing of operating systems, network devices, 
services, and software such as databases and web 
applications 

• Penetration Testing Training    

Compliance Audits 

• Gap analysis in preparation for PCI, HIPAA, GLBA, 
ISO 27001, NERC/FERC, and SOX compliance 
audits 

Web Application Security Audits 

• Audit the effectiveness of Web applications security 
controls 

• Remediation advice to help Web applications 
withstand attack 

• Web Application Security Training  

Enterprise Security Best Practices 

• Develop a plan identifying risk and tools 
recommendations to find and fix security issues 

• Evaluation of your policies and procedures based on 
our extensive knowledge of industry best practices  

Social Engineering 

• Recommendations to help identify and remediate 
internal and external social weaknesses  

• Social engineering security awareness training for 
employees 

Wireless Security  Audits 

• Identifying security best practices to prevent 
unauthorized use of your Wireless LAN (802.11) 

• Wireless reconnaissance, rogue access point 
location, penetration testing 

Rapid7 NeXpose Consulting & Training 

• Installation and deployment expertise tailored to your 
needs 

• Rapid7 NeXpose Jumpstart Installation and Training 
includes site specific deployment architecture, 
planning, installation, reporting, and administration 

 

Rapid7 NeXpose Jumpstart Implementation & Training 

Bring in the Rapid7 professional services team to jumpstart your Rapid7 NeXpose 
installation. It is the easiest way to shorten you learning curve and realize the greatest value 
from this robust solution. The jumpstart courses guide you through site specific installation, 
configuration, and utilization of Rapid7 NeXpose. Upon completion you will have successfully 
deployed and be prepared to take advantage of Rapid7 NeXpose, the most comprehensive 
vulnerability management solution available.  

Audience   

Rollup your sleeves, this is a hands-on course designed specifically for the technical staff that 
will be responsible for the day-to-day administration and use of Rapid7 NeXpose. In addition, 
our instructors can spend time with your end user community to ensure that you receive the 
greatest return on your Rapid7 NeXpose investment. 

Course Length 

Rapid7 offers a choice of either a two day or three day course . The Jumpstart  course length 
is determined by complexity of your IT environment and the number of IPs to be managed. 
Both courses cover the basics of installation, configuration, and fine-tuning of Rapid7 
NeXpose.  The three day course also includes advanced topics such as template creation, 
performance optimization, report design, and vulnerability management best practices.  

Course  Design 

All class modules, discussions, and exercises are customized onsite based on your network 
architecture, deployment size, and if your configuration is software,  appliance, or a mix.  We 
will tailor the jumpstart course to your environment to ensure you receive the training 
necessary to realize the greatest benefit from Rapid7 NeXpose. 

Location and Site Requirements 

We deliver the training onsite at your organization. The setup and scanning is tailored to your 
site. Please make sure all necessary authorizations are secured and accesses granted prior 
to the Jumpstart Implementation & Training. For the course, our instructors require a training 
room with a whiteboard, projector, and either the Rapid7 NeXpose software or a Rapid7 
NeXpose appliance. 

ABOUT RAPID7  

Rapid7 is a leader in vulnerability management and compliance, delivering a single unified 
solution across an organization’s entire infrastructure.  Rapid7 NeXpose is the only solution 
that includes support for web applications, databases, operating systems, and network 
devices in a single system, giving direct, actionable visibility into the real threats to mitigate 
risk and remain compliant. For more information, visit www.rapid7.com 
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RAPID7 NEXPOSE JUMPSTART OVERVIEW 

Location and Duration  On-site; Two or three days, depending upon the complexity of your IT environment and 
the number of IPs to be managed.  

Requirements Whiteboard, projector, and either the Rapid7 NeXpose software or a Rapid7 NeXpose appliance. In 
addition, prior to the Rapid7 NeXpose Jumpstart Implementation & Training the necessary access and authorizations 
need to be to secured. 

Audience Technical staff responsible for day-to-day configuring, administering and maintaining of Rapid7 NeXpose. 

DAY 1 JUMPSTART 2 DAY JUMPSTART 3 DAY 

Installation and Configuration   
Console   
Scan Engine   

Administrator Training   
Deployment Planning   
Setup   

Site Management   
Scan Templates   
Asset Groups   

Vulnerability Scan Initiated   

   

DAY 2 JUMPSTART 2 DAY JUMPSTART 3 DAY 

Vulnerability Scan Review   

Console and Scan Engine Fine-Tuning   

Vulnerability Rescans   

Reporting   

Advanced Training   

Templates   

Configuration   

   

DAY 3  JUMPSTART 3 DAY 

Template Creation and Review   

Performance Optimization   

Advanced Reporting Optimization   

Vulnerability Management Best Practices   
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