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SELECTING THE RIGHT VULNERABILITY MANAGEMENT EDITION

Whether you are part of a one-person security consultancy or an international conglomerate, all organizations
share a common need to minimize risk. Security testing and threat management software from Rapid7 helps
individual users, consultants, small- and medium-sized organizations and Fortune 500 companies to meet their
business goals and reduce their risk exposure.

Centered on vulnerability management, compliance and penetration testing, our
scalable solutions are tailored to enable any organization to implement security best

practices, continuously prioritize risk, protect business-critical systems and data, and “Rapid7 is starting to
achieve compliance. shake up the market

Best of all, as your business grows, Rapid7 NeXpose grows with you. With several and raise eX‘F.)eCtatlons
editions of NeXpose available, there is always one well suited to your needs. And, of vulnerability

when you upgrade, there is no disruption to your business because we take care of management products_"
the technical details. Use the overview below to determine which edition is for you. EMA Impact Brief

The detailed features available with each edition — with new ones introduced about
twice a year — are listed in the matrix that follows.

NeXpose Enterprise Edition

Rapid7’s flagship product, NeXpose Enterprise, is a vulnerability assessment, policy compliance and remediation
management solution designed for organizations with large networks, which require the highest levels of scalability,
performance, and deployment flexibility.

NeXpose Consultant Edition

NeXpose Consultant Edition has been specifically created to meet the comprehensive needs of larger security consultants
and auditors. NeXpose Consultant Edition provides essentially the same capabilities as NeXpose Enterprise while
streamlining the usage model to single users with simpler deployment needs.

NeXpose Express Edition

Many small- to medium-sized organizations have not engaged in implementing vulnerability management security practices
based on the limited capabilities of low-end products, the high learning curves, complexity and cost of traditional enterprise
solutions. To fill the void between traditional free products and high-end vulnerability assessment solutions, Rapid7 offers
NeXpose Express.

NeXpose Community Edition

A great way to get started quickly with a vulnerability management program, NeXpose Community Edition is a free, single-
user version of NeXpose powered by the same scan engine that is being used by over 1,600 enterprise customers today.
Designed as an easy-to-use product for up to 32 IPs, NeXpose Community Edition uniquely enables individual security
experts and organizations of any size to start implementing security best practices at no cost. NeXpose Community Edition
delivers a great entry point for security experts to prove the value of security testing of critical infrastructure.
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Features
Entry cost

Max # of IPs

# of included IPs
Max # of users

Maximum memory supported
Administration options

Vulnerability updates

Immediate Microsoft Patch Tuesday vulnerability updates
(24-hour SLA)

Alerts during scanning
APlintegration
User role customization

External authentication (LDAP/AD, Kerberos)

Support options

Online customer support
Phone customer support
Service level agreements response time

Technical account manager (TAM)
Training

Custom consulting services

RAPID7 Corporate Headquarters

Individuals, SMBs

NEXXPOSE NEXPOSE

community

Free
32

32

Community

N/A

express

$2,999/Year/User
256

128
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Optional

Optional

Optional
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Enterprises

NEXXPOSE

consultant

Contact Us
Unlimited
1,024
1 Laptop

Unlimited
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High Priority:
2 hours

Optional
Optional

Optional
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NEXXPOSE

enterprise

Contact Us
Unlimited
Contract Dependent
Unlimited

Unlimited
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v
v

High Priority:
2 hours

Optional
Optional

Optional
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Individuals, SMBs Enterprises

NEXXPOSE NEXPOSE NEXPOSE NEXPOSE

community express consultant enterprise

Report options

Reports and dashboards &

Custom reports -

L < <
L < 9

Email report distribution -

v
v
v
I3 I CIEs

Supported export formats

Scanning options

Predefined scan templates & ¥ 4 ¥4 v
Scan template customization - ¥ 4 ¥4 v
Site discovery - Optional (limited) Optional (limited) Optional
Network vulnerabilities ¥ 4 ¥ 4 v v
Operating systems vulnerabilities & v 4 ¥4 -
Desktop application vulnerabilities 1V 4 v v v
Web applications - Optional v &
Database vulnerabilities ¥ v v v
Configuration policy scanning - ¥ 4 ¥4 v
PCl compliance scanning - Optional IV 4 Optional
Metasploit integration & ¥ 4 v v
Deployment options

Software installation & (v L% ¥ 4
Plug-and-play appliance - = - v
Managed service - = - v
Private Cloud - = - v
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